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NRC-38-05-379
Modification No. 005

Accordingly, the contract is hereby modified as follows:

1. Item No. 17 Schedule is modified to change CLIN 012 Bundled Project Support (Silver

Plan) to the following:

B=QPDIDTI(N A1 IANiTITV I IhIT I INIT TIII TATAI

Hiring Management Subscription Months
(25 Users)

$139,062

Non-Production System Subscription Months $ 27,812

Account Management
Labor Category - Project Manager Hours o w $ 19,250

TOTAL PRICE $ 186,124

2. The period of performance of the delivery order is changed from July 30, 2005 to July 31, 2010.

3. Increase the ceiling amount of the contract by $186,124 which changes the ceiling from
$745,326 to $931,450; and increase the amount obligated in the contract from $745,326 to
$931,450.

4. Incorporate new clause titled, "Contractor Responsibility for Protecting Personally Identifiable
Information (PII):

Contractor Responsibility for Protecting Personally Identifiable Information (PII)

In accordance with the Office of Management and Budget's guidance to Federal agencies and
the Nuclear Regulatory Commission's (NRC) implementing policy and procedures, a
contractor (including subcontractors and contractor employees), who performs work on behalf
of the NRC, is responsible for protecting, from unauthorized access or disclosure, personally
identifiable information (PII) 1 that may be provided, developed, maintained, collected, used, or
disseminated, whether in paper, electronic, or other format, during performance of this
contract.

A contractor who has access to NRC owned or controlled PII, whether provided to the
contractor by the NRC or developed, maintained, collected, used, or disseminated by the

* Personally identifiable information (PII) is information that can be used to identify or contact a person uniquely and reliably or can

be traced back to a specific individual. PII is a person's name, in combination with any of the following information: relatives'
names, postal address, e-mail address, home or cellular telephone number, personal characteristics, Social Security number, date
or place of birth, mother's maiden name, driver's license number, bank account information, credit card information, or other
information that would make the individual's personal identity easily traceable. The loss, misuse, modification, or unauthorized
access to PII can reasonably be foreseen to harm the public interest, the commercial or financial interests of the entity or
individual to whom the information pertains, the conduct of NRC and Federal programs, or the personal privacy of individuals.
The NRC considers an individual's personal identity to be distinct from an individual's professional identity, therefore NRC does
not treat an individual's name in combination with their job/position title, work telephone number, official work address, and worke-
mail address as P11.
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NRC-38-05-379
Modification No. 005

contractor during the course of contract performance, must comply with the following
requirements:

1. General. In addition to implementing the specific requirements set forth in this clause, the
contractor must adhere to all other applicable NRC guidance, policy and requirements for the
handling and protection of NRC owned or controlled PII. The contractor is responsible for
making sure that it has an adequate understanding of such guidance, policy and
requirements.

2. Use, Ownership, and Nondisclosure. A contractor may use NRC owned or controlled PII
solely for purposes of this contract, and may not collect or use such P1I for any purpose
outside the contract without the prior written approval of the NRC Contracting Officer. The
contractor must restrict access to such information to only those contractor employees who
need the information to perform work under this contract, and must ensure that each such
contractor employee (including subcontractors' employees) signs a nondisclosure agreement,
in a form suitable to the NRC Contracting Officer, prior to being granted access to the
information. The NRC retains sole ownership and rights to its P11. Unless the contract states
otherwise, upon completion of the contract, the contractor must turn over all PII in its
possession to the NRC, and must certify in writing that it has not retained any NRC owned or
controlled PIH except as otherwise authorized-in writing by the NRC Contracting Officer.

3. Security Plan. When applicable, and unless waived in writing by the NRC Contracting Officer,
the contractor must work with the NRC to develop and implement a security plan setting forth
adequate procedures for the protection of NRC owned or controlled PII as well as the
procedures which the contractor must follow for notifying the NRC in the event of any security
breach. The plan will be incorporated into the contract and must be implemented and followed
by the contractor once it has been approved by the NRC Contracting Officer. If the contract
does not include a security plan at the time of contract award, a plan must be submitted for
the approval of the NRC Contracting Officer within 30 days after contract award.

4. Breach Notification. The contractor must immediately notify the NRC Contracting Officer and
the NRC Project Officer upon discovery-of any suspected or confirmed breach in the security
of NRC owned or controlled P11.

5. Le-gal Demands for Information. If a legal demand is made for NRC owned or controlled PII
(such as by subpoena), the contractor must immediately notify the NRC Contracting Officer
and the NRC Project Officer. After notification, the NRC will determine whether and to what
extent to comply with the legal demand. The Contracting Officer will then notify the contractor
in writing .of the determination and such notice will indicate the extent of disclosure authorized,
if any. The contractor may only release the information specifically demanded with the written
permission of the NRC Contracting Officer.

6. Audits. The NRC may audit the contractor's compliance with the requirements of this clause,
including through the use of online compliance software.

7. Flow-down. The prime contractor will flow this clause down to subcontractors that would be
covered by any portion of this clause, as if they were the prime contractor.

8. Remedies:
a. The contractor is responsible for implementing and maintaining adequate security

controls to prevent the loss of control or unauthorized disclosure of NRC owned or
controlled PIH in its possession. Furthermore, the contractor is responsible for
reporting any known or suspected loss of control or unauthorized access to PHI to the
NRC in accordance with the provisions set forth in Article 4 above.
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b. Should the contractor fail to meet its responsibilities under this clause, the NRC
reserves the right to take appropriate steps to mitigate the contractor's violation of this
clause. This may include, at the sole discretion of the NRC, termination of the subject
contract.

9. Indemnification. Notwithstanding any other remedies available to the NRC, the contractor will
indemnify the NRC against all liability (including costs and fees) for any damages arising out
of violations of this clause.

(End of Clause)

5. A summary of obligations from the award date through the date of this action is provided
below:

Total FY2005 Obligations: $339,581.00

Total FY2006 Obligations: $41,582.00

Total FY2007 Obligations: $364,163.00

Total FY2008 Obligations: $50,000.00

Total FY2009 Obligations: $186,124.00

TOTAL NRC OBLIGATIONS: $981,450.00

This modification obligates fiscal year 2009 funds in the amount of $186,124.00.

All other terms and conditions of the subject contract remain unchanged.
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